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Abstract: This study elaborates on a hybrid model of deep 

learning for detection and classification of malicious 

behaviour in a transportation system in order to ensure 

security in smart cities. The model consists of Neural 

Networks (NN) for spatial feature extraction; XGBoost for 

temporal analysis; and an Attention mechanism to prioritize 

data points that are important, improving the model's focus 

on critical features such as trust degree and vehicle location. 

By utilizing SMOTE, the model addresses the class 

imbalance so that under-learning of even the poorly 

represented attack types like DoS, Whitewash, and Brute-

force be alleviated. It effectively learns the spatial-temporal 

patterns of the vehicle behaviour, thus providing a broader 

perspective of attacks evolving over time. Performance 

evaluation is conducted using standard classification metrics 

such as Accuracy, Precision, Recall, F1-Score, and ROC-

AUC, which yield satisfactory results demonstrating that the 

model is highly accurate in classification as well as detecting 

malicious behaviour with low false positives. Further, the 

attention mechanism refines predictions through focus on 

the most important features. Thus, it is promising, scalable, 

and dependable in real-time attack detection and continuous 

monitoring in transportation systems, towards developing 

secure, resilient smart city infrastructure with a much 

greater emphasis on security and sustainability. 

Keywords: Hybrid Model, Deep Learning, Neural 

Networks (NN), XGBoost, Attention Mechanism, Synthetic 

Minority Over-sampling Technique (SMOTE), Class 

Imbalance, Attack Detection, Transportation Systems, 

Smart Cities, Malicious Behavior, DoS Attack, Whitewash 

Attack, Brute Force Attack, Real-time Monitoring, Security, 

I.INTRODUCTION 
Smart cities represented an advanced model of urban 

development, seeking to use advances in information and 

communication technologies, otherwise referred to as ICTs, 

together with advanced applications of the Internet of 

Things, to improve the quality of life for residents, the city 

as a whole operates, as well as with regard to the sustainable 

benefits now and into the future. They will be collecting and 

applying extensive networks of sensors and smart devices 

on systems related to transport, energy consumption, public 

safety, and waste. It is the catalyst behind all of this and the 

means through which all of that would be data-enabled 

decision-making by urban planners and managers. The 

upsurge in the evolution of smart cities would be propelled 

by a concomitant rise in urbanization that calls for a new 

approach to resource and infrastructure management within 

the urban environment, transforming entirely the nature of 

functioning within cities as well as human affiliations with 

their environment [1]. 

 
Figure 1 Fundamental models of Smart cities [2] 

Figure 1 the rapid growing of information and assets are 

essentials for smart cities of being on the top of millions of 

real-time reacting and communicating devices [2]. The 

Internet of Things (IoT)- the term coined at MIT in 1999-

refers to a world of global networks of exchanges between 

devices capable of autonomous information processing or 

decisions. That propels a paradigm shift that has allowed for 

the emergence of intelligent systems based on miniaturized 

high-performance electronics with cheap, widespread high-

speed internet. In the case of smart cities, an example of the 

role of IoT as a disruptive paradigm of communication is 

that it connects different forms of digital devices to the 

internet to enable innovative, continuous urban applications 

[3]. IoT architectures, protocols, and enabling technologies 

have been explored in many studies, like Bhopal smart city 

project, which illuminates service development in areas like 

noise monitoring. IoT service characterization of smart 

cities is increasingly inclined to treat devices within the 

smart city as service providers similar to cloud systems, 
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allowing for higher-level abstractions and smoother 

integration between physical infrastructure and cloud 

services [4]. 

 
Figure 2 Smart City Architecture with IoT and Communication 

Networks 

It is a city that is smart without being just this. It operates 

as a system, integrating citizens, local authorities, 

businesses, industries, and community groups. Its scope 

doesn't end with the boundaries of a city; it progresses 

further into regional governance and inter-municipal 

collaboration. High-tech development does a lot with 

respect to the IA, but one should not lose sight of his or her 

implications concerning people and institutions when 

using technologies. Above all, the very purpose of a smart 

city is to get all these into his value proposition [5], 

generating returns not only in the financial outcome but 

also in the quality of life, health, education, and time 

efficiency for every stakeholder. 

 
Figure 3 Interconnected Aspects of Smart  

Smart cities can change lives by enabling items to converse 

and coordinate within the different and dispersed computing 

environments that will embody this vision of pervasive 

computing. This means delivering real-time information and 

services to the urban systems and citizens, something that is 

starting to change the way cities operate technologically. IoT, 

as a socially disruptive technology, is in the process of 

reshaping the complete techno-urban ecosystem and 

bringing innovations to many areas [6]. Specifically, IoT can 

enhance patient care by enabling remote monitoring, 

collecting, and analyzing data through interconnected 

devices and sensors in healthcare. Thus, IoT has an extensive 

outreach into smart healthcare in smart city architectures [7]. 

The ever-evolving nature of the Internet of Things (IoT) 

technology is now tending to make major changes in smart 

cities concerning effective data access, analysis, and 

automation across various sectors [8]. One of the key 

characteristics of IoT-based smart cities is real-time 

monitoring and control, where efficient real-time monitoring 

via central systems can keep track of critical parameters such 

as power use and health metrics, thus improving efficiency 

and safety in operations [9]. New generation infrastructure is 

also benefitting from advancements in practice, including 

precision agriculture applications that employ autonomous 

vehicles and sensors for monitoring variables such as soil 

moisture and crop health in even the most inaccessible 

locations [10]. Improved services to citizens have been 

extended, such as remote work and online education and e-

commerce; however, these have made their way into the new 

security challenges of data privacy and security due to their 

accessibility to sensitive personal information [11]. 

Optimization of energy consumption using sensor-driven 

data will actually help in energy efficiency and sustainability 

in homes and pollution reduction and better management of 

the environment [12]. The privacy and public security would 

form the main issues in IoT systems particularly with the 

cross-domain authentication vulnerabilities. Currently, 

exploring the possible solutions to manage identities and 

access credentials securely across heterogeneous IoT 

networks are the applications of blockchain technology [13]. 

A. IoT System Architecture for Smart Cities 

Cities all over the world today are being modernized into 

smart cities thanks to the wide-ranging and Information 

Communication Technology (ICT)-based implementation 

of advanced technologies like the Internet of Things (IoT) 

for the purpose of improving urban services, elevating 

quality of life, and stimulating sustainable developments 

[14]. Central in this transition is the architecture of IoT that 

is usually structured in terms of five interconnected layers 

which are the Sensing Layer, Network Layer, Middleware 

Layer, Gateway Layer, and Application Layer [15]. The 

functions within these layers include sensing, data 

collection that goes through transmission, processing, and 

user interface with the end-user. 5G in the Network Layer 

enhances connectivity and speed [16], while Application 

Layer intuitively designed user interfaces improve user 

satisfaction [17]. The Sensing Layer monitors the 

environmental and physiological data via sensors and 

WBANs, albeit with rising concern for data protection 

[18]. Middleware solutions will address issues regarding 

scalability, heterogeneity, and integration [19], wherein the 

Gateway Layer serves the purpose of effective 

transmission of data through LPWAN and Zigbee protocols 

[20]. Modular and scalable IoT architectures for smart 

cities are also critical for the efficient analysis of data and 

provision of services for sectors such as traffic control, 

energy consumption, and public safety. The systems enable 

data-based decision-making that supports urban planning, 

reduces expenses, and integrates inclusivity, sustainability, 

and adaptable technology [21]. 
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Figure 4  Architecture of IoT Framework [15] 

B. Technological Components of IoT Architecture 

The pillar of a smart city, of course, is the Internet of Things. 

Advanced sensors, communication protocols, cloud and 

edge computing, and AI-powered analytics are used to bring 

intelligent urban living to realization [22]. The Internet of 

Things, which connects pervasive technologies like Wi-Fi, 

4G-LTE, and the emerging 5G networks, makes real-time 

data capture possible and service operation ubiquitous. 

Major components of IoT include sensing devices, 

messaging protocols, i.e., MQTT, CoAP, AMQP, HTTP, and 

scalable, low-latency cloud computing and edge computing 

[24]. AI and machine learning improve smart-cite functions, 

but they require appropriate regulations for ethical use. IoT 

results operational efficiencies into manufacturing, citizen 

engagement, and sustainability [25]. The role of several 

barriers to the adoption of IoT includes security, integration, 

high costs, and data management issues. The effects of IoT 

span intelligent transport systems, energy-efficient 

buildings, waste management, and public safety in 

optimizing urban services [27-29]. For example, smart street 

lighting, using networks of sensors and controllers, is much 

more energy efficient and waste less than conventional 

systems [31]. 

II.LITERATURE REVIEW 
In order to fulfill the United Nations Sustainable 

Development Goals (UNSDG) 11: Sustainable Cities and 

Communities, Zeng, F., Pang, C., & Tang, H. (2024) [33] 

outlined how the Internet of Things (IoT) is an essential 

part of smart cities. Critical elements of smart cities, 

including data collection, creation, processing, analysis, 

and application handling, are provided by the Internet of 

Things (IoT), an infrastructure that allows objects to 

connect with one another via the Internet. Applications 

built on the Internet of Things can support sustainable 

urban growth. Numerous studies have shown how the IoT 

may enhance the sustainable development of smart cities. 

With an emphasis on the implications for sustainable urban 

development, this systematic study offers insightful 

information about the use of the Internet of Things in smart 

city settings. We explore how IoT contributes to the 

sustainable growth of smart cities by examining 73 articles, 

with particular attention to smart communities, smart 

transportation, disaster relief, privacy and security, and 

new applications.  We have described the characteristics of 

IoT sensors in depth for each domain.  Furthermore, we 

have looked at a number of protocols and communication 

technologies that are appropriate for sending data 

generated by sensors.  Additionally, we have provided the 

techniques for integrating and analysing this data at the IoT 

application layer.  Lastly, we point out areas in the literature 

that need more research by identifying the present study. 

Within the METACITIES program, Faliagka, E., et al. 

(2024) [34] offered a novel solution to the problems of 

smart mobility by utilizing digital twins.  The growing 

complexity of urban transportation networks and the 

pressing need to increase city sustainability, safety, and 

efficiency are the reasons we have been working on this 

topic.  This paper's work is a component of the 

METACITIES initiative, an Excellence Hub that covers a 

wide geographic area—that is, Southeastern Europe.  In 

order to enable real-time monitoring, analysis, and 

decision-making, the Greek innovation ecosystem 

METACITIES uses digital twin technology to build 

intelligent duplicates of urban transportation 

environments. We illustrate how digital twins can improve 

traffic flow, reduce environmental impact, and improve 

emergency response through use cases like "Smart 

Parking," "Environmental Behavior Evaluation on Traffic 

Incidents," and "Emergency Management." These 

scenarios will be tested on a small scale before a larger and 

more costly scale implementation is decided upon.  The 

METACITIES Architecture for smart mobility is the end 

result, and it will be a component of an Open Digital Twin 

Framework that may transform a smart city into a metacity. 

According to Syed, A. S., et al. (2021) [35], the Internet of 

Things (IoT) is a system that eliminates the need for human 

interaction by integrating various devices and technology.  

This makes it possible for cities all over the world to 

become smarter.  The internet of things has led the creation 

of smart city systems for sustainable living, enhancing 

citizen comfort and productivity by hosting various 

technologies and enabling interactions between them.  The 

Internet of Things for Smart Cities operates across a wide 

range of disciplines and rely on a number of underlying 

systems.  We present a comprehensive analysis of the 

Internet of Things in smart cities in this study. The basic 

elements of the IoT-based Smart City landscape are 

covered first, then the technologies that make these 

domains possible, including the architectures and 

networking technologies used, as well as the artificial 

algorithms implemented in IoT-based Smart City systems. 

A survey of the most widely used procedures and apps 

across different Smart City domains is next. The last 

section discusses the difficulties in deploying IoT systems 

for smart cities and how to overcome them. 

The addition of Internet of Things (IoT) networks into 

intelligent cities is essential to improving the effectiveness 

of municipal operations and services, according to 

Tekinerdogan, B., Köksal, Ö., & Çelik, T. (2023) [36]. It 

is crucial to design a smart city architecture that can change 

to meet the ever-evolving functional and qualitative 

requirements of city services.  But during this process, 

important choices have to be made about communication 

protocols, security and safety, time performance, and data 

processing capability.  This study suggests a methodical 

way to direct the system architecture design of IoT-based 

smart cities in order to address these issues. Selected 
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architectural viewpoints are used to model the design while 

taking important stakeholders' concerns into account.  This 

study also offers insightful information on the difficulties 

and lessons discovered when developing IoT-based smart 

cities.  Future study in this area can be facilitated by this 

information, which can also help practitioners create such 

smart cities.  Smart city architects can create a reliable and 

flexible system architecture that can satisfy the changing 

demands of smart city services by using the suggested 

methodology. 

As Jiang (2020) [37] states, the rapid growth and extensive 

application of the Internet of Things (IoT) and cloud 

computing have increasingly formed a "smart" modern 

society, which has extended to smart cities. The 

conventional urban systems, which have been inefficient 

and isolated, have not been able to exchange information 

in an effective way. This study investigates the 

development of IoT, cloud computing, and smart cities, 

emphasizing their technologies, structure, and application. 

Jiang comes up with an IoT-enabled and cloud-based 

intelligent city system to study transmission networks, 

sensors, system design, and application platforms. The 

work solves the communication failure problem among 

IoT sensor networks by proposing an approach of using 

Markov chains for data aggregation to enhance the transfer 

of information and facilitate correct retransmission of data 

so that the problem of information islands is avoided, and 

effective exchange of information occurs between different 

subsystems. 

As per Janani, R. P., et al. (2021) [38], smart cities are a 

significant field that is currently achieving remarkable 

heights.  The Internet of Things is crucial to the 

development of smart cities.  People in the nation with 

smart cities will be highly developed socially and 

economically, and their level of knowledge and quality of 

life will also significantly improve.  The introduction of 

smart cities will decrease the amount of time and human 

effort required to complete tasks by hand.  The ecology of 

a smart city can shield its citizens from natural disasters, 

tragedies, and challenging circumstances.  By all means, 

the development of smart cities will save time waste in our 

daily lives. This study primarily explains what a smart city 

is, how it is developed, its applications, problems, real-time 

applications, potential future developments, etc.  There is 

also discussion of the IoT technology and the gadgets that 

are utilized to construct smart cities. 

The "smart city" as proposed by Ghazal et al. (2021) [39] 

describes a set of ideas and technological solutions 

intended to make cities more efficient, sustainable, and 

inclusive. Emerging as a phenomenon of the 2000s, it aims 

at solving urban challenges like shortages in resources, 

health, demographic transitions, and pollution, making 

optimal use of digital technologies. Smart city involves not 

only technological advances but also non-technical 

progresses that contribute towards urban sustainability. 

One of the most promising fields for smart cities is the 

application of IoT-based sensor networks in healthcare, 

which, when combined with machine learning, can manage 

large volumes of data efficiently. This research is a 

benchmark for future studies on the role of IoT in 

healthcare in smart cities. 

According to Mirani (2022) [40], remote monitoring, 

intelligent analytics, and control of industrial processes are 

all tools through which IoT drives evolution. However, 

with respect to industrial development solutions, full-stack 

establishment with IoT is nascent, and challenges impede 

its adoption. Various IoT architectures have been proposed 

by researchers, based on different layers and technologies, 

for the end-to-end integration of IoT systems. This paper 

reviewed and compared three widely accepted IoT 

reference architectures, presenting a state-of-the-art review 

of the conceptual and experimental IoT architectures from 

the literature. The study identified the main architectural 

requirements for IoT to be scalability, interoperability, 

security, privacy, reliability, and low latency and 

determined how current architectures offer solutions to 

these requirements using, for instance, emerging 

technologies of edge/fog computing, blockchain, software-

defined networking (SDN), 5G, machine learning, and 

wireless sensor networks (WSN). The study further 

discussed the relationship of current challenges and 

emerging technologies, including opportunities and future 

research directions. 

Domínguez-Bolaño (2022) [41] explained on the growing 

requirement of the IoT platforms for housing the incredible 

variety of devices which might be manufactured by several 

producers with the utilization of totally different protocols 

and data formats and their communications technologies. 

This article elaborately reviewed the prevalent 

architectures, technologies, protocols, and data formats 

from existing IoT platforms. The author desired to 

demonstrate the laborious management problem regarding 

heterogeneous devices and communication among 

different IoT ecosystems through that study. In addition, a 

very comprehensive comparative evaluation of open-

source IoT platforms, analysing them according to several 

significant characteristics like scalability, flexibility, 

interoperability, or security, has been carried out through 

this research work. This thorough comparison is supposed 

to help organizations select the most appropriate IoT 

platform according to their specific requirements for using 

it to manage and control them in heterogeneous and multi-

vendor environments. 

III.OBJECTIVES 

• Develop a robust deep learning system for 

classifying vehicle behaviour in transportation 

systems, detecting various attack types like DoS, 

Whitewash, and Brute Force using advanced 

machine learning techniques. 

• Integrate Neural Networks (NN), XGBoost, and 

Logistic Regression to enhance attack detection 

accuracy, while leveraging an Attention 

mechanism to prioritize significant patterns in the 

transportation data. 

• Address class imbalance in the dataset using the 

SMOTE algorithm, ensuring fair representation of 

all attack types, and improving the model’s ability 

to classify underrepresented attacks effectively. 
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• Evaluate the model using key performance metrics 

such as Accuracy, Precision, Recall, F1-Score, and 

ROC-AUC, ensuring reliable real-time attack 

detection for continuous monitoring of 

transportation systems. 

IV.METHODOLOGY 
The transportation system security is the focus of the 

project, which aims to detect and classify various attack 

types such as DoS, Whitewash, and Brute force by 

advanced deep learning techniques based on the vehicle 

behaviour. The hybrid Neural Network (NN) model is fed 

by SMOTE to counter imbalanced data; other classifiers 

such as XGBoost and Logistic Regression help enhance 

robustness. It uses features like trust_degree, time, and 

location to detect malicious behaviour patterns. The NN 

model is augmented with Gaussian Noise and Batch 

Normalization, while training is conducted with 

EarlyStopping and ReduceLROnPlateau, thus avoiding 

overfitting. This ensures high attack integrity and early 

detection in transportation systems. A rigorous monitoring 

and classifying system on attacks like Denial of Service, 

Whitewash, and Brute Force attacks, identifying issues of 

class imbalance and variability, is intended in developing 

such a system through transportation data. Within the 

approach of deep learning, it aims to include broad NN 

features for feature extraction that can handle important 

features such as trust degree, hour, day of-week, and 

location so that both static and dynamic aspects of vehicle 

behaviour can be modelled. Focal Loss improve on 

classification of those difficult-to-classify samples while 

class imbalance can be solved using SMOTE (Synthetic 

Minority Over-sampling Technique). The SD-MTC thus 

resulted in a reliable and scalable system that could 

potentially offer real-time attack detection with fewer false 

positives in order to further boost the quality of decision 

making in transportation security and, hence, open the way 

for further developments into advanced monitoring and 

security applications. 

The study employed Python and various libraries, such as 

NumPy, Pandas, Matplotlib, and Seaborn, to create a 

vegetation system for identifying attack types in 

transportation systems. Classification was done using 

XGBoost, while TensorFlow-Keras created and trained the 

Neural Network (NN) model. Scikit-learn assisted in pre-

processing, model validation, and evaluation metrics, 

while SMOTE handled class imbalance. The system was 

run on Google Colab, supporting their use of GPU 

acceleration and integrated libraries. A hybrid system 

involving NN for feature extraction, XGBoost for 

sequential learning, Logistic Regression for baseline 

classification, and Attention for improvement in accuracy 

was developed. Data augmentation techniques such as 

Jittering, Scaling, and Time-Warping enhanced robustness, 

while SMOTE synthesized extra samples to deal with class 

imbalance. This hybrid system allows for scalable, real-

time attack detection, increasing the safety of 

transportation systems. 

 

A. Usage of machine learning methods for earlier 

detection 

Previous studies in smart transport systems have on one 

hand undertaken efforts to improve data quality and 

classification accuracy for the detection of suspected 

malicious activities. One common method for balancing 

datasets and improving model performance is the Synthetic 

Minority Over-sampling Technique (SMOTE), which is 

applied to tackle the problem of class imbalance by making 

sure that the minority class examples are well represented 

in training data. In this project, SMOTE was applied to 

balance the non-malicious and the malicious behaviour 

data in order to strengthen the model's ability to perform 

anomaly detection. After the application of SMOTE, 

feature extraction, and computation of degree of trust in the 

data were used for assessing data validity with degree of 

trust being calculated with respect to experience, 

performance, and behaviour. The degree of trust was then 

used to classify the different attack types including DoS, 

Whitewash, Brute force, and non-malicious behaviour, 

rather than on old signal processing methods. Performance 

assessment of the model was done using metrics such as 

accuracy, precision, recall, F1 score, and ROC-AUC to 

check how well it discriminates between malicious and 

non-malicious data. Visualization tools such as confusion 

matrices, ROC curves, and precision-recall plots helped 

showcase how effective the attack detection pipeline was, 

which were aligned with the security objectives of smart 

transport systems. 

B. Proposed Model 

This study developed a hybrid machine learning model 

aiming to enhance the classification and detection of attack 

types on transportation systems. The model consists of 

Neuro Networks for feature extraction, XGBoost for 

sequential learning, and Logistic Regression for solid 

classification, including an Attention mechanism focusing 

on the most important patterns of data.  
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Figure 5 Flow Chart of Methodology 

The NN brings in spatial aspects such as trust_degree, 

location, and time-based variables; while XGBoost 

takes care of the temporal aspect, identifying long-term 

patterns of vehicle behavior. Logistic Regression acts as 

a baseline classifier while the Attention mechanism 

emphasizes the focal data points, assisting the subtle 

detection of malicious activities like Denial of Service 

(DoS), Whitewash, and Brute Force attacks. The 

methodology was carried out through various steps to 

ensure ideal performance of the model. The main data 

pre-processing tasks comprised cleaning, normalizing 

the transportation data, segmentation into sliding 

windows, and fixing missing values due to resampling 

and imputation. Other important steps were the 

extraction of key features such as trust_degree and 

location dynamics, which were later subjected to 

augmenting techniques like jitter, scaling, and time-

warping for better robustness of the model. And to 

counter class imbalance affecting the poorer attack 

types, SMOTE was introduced to create synthetic 

samples. Thus, the hybrid model training, enhanced 

with Focal Loss to place greater emphasis on the harder-

to-classify samples, increased the overall model 

precision and accuracy. For evaluation, levels of 

precision, recall, F1, accuracy, and ROC-AUC curves 

were employed, alongside confusion matrixes and time-

series plots, in order to visualize the model efficiency in 

detecting types of attacks and perform in real-time. 

C. Hybrid Model 

The study developed a hybrid machine learning model 

combining Neural Networks (NN), XGBoost, and an 

Attention mechanism to detect and classify attack types 

in transportation systems. In this, the NN was used first 

to extract spatial features from transportation-related 

data including critical parameters of trust degree, 

vehicle location, and time of day to identify patterns 

showing malicious behaviors such as DoS attacks or 

Whitewash attacks. After this, NNs were able to process 

the data spanning several layers with activation 

functions, foremost being ReLU, learning complex, 

non-linear relationships with the data setting an initial 

path for an effective attack classifier. Subsequently, 

with spatial features extracted via NN, the temporal 

analysis was performed by XGBoost in order to capture 

sequential dependencies in vehicle behavior over time-

XGBoost shines in capturing the gradual nature of 

attacks like the gradual shift in vehicle behavior 

generally attributed to Brute Force and Whitewash 
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attacks. XGBoost employs decision trees that allow for 

the efficient handling of large datasets, thereby 

assigning different degrees of importance to temporal 

features and allowing pattern extraction across intervals 

of time. Finally, the integration of both NN and 

XGBoost and Attention, further refined model focus by 

weighting the more relevant portions of the data like 

sudden shifts in trust degree or location. The mechanism 

of Attention allowed the model to focus on key points 

that best represented attack activity, thereby enhancing 

the sensitivity and precision of the system. This hybrid 

model that integrated both spatial and temporal learning 

with selective attention was very efficient to detect a 

variety of attack types in real time, thus providing solid 

and uninterrupted monitoring of vehicle behavior in 

transportation systems. By leveraging all properties of 

the NN, XGBoost, and Attention, the system becomes a 

scalable solution to detect DoS, Whitewash, Brute 

Force, and other kinds of malicious behavior, assuring 

timely detection and response to security threats. 

D. Evaluation Metrics 

The performance of attack detection model based on 

NN + XGBoost + Attention hybrid model for 

Transportation System was evaluated on some key 

performance metrics as follows:The measure of 

accuracy refers to how well overall the system is 

performing; that is, it shows the ratio between cases 

which are classified correctly - malicious or otherwise. 

It is calculated as - 

Accuracy =
True positive + True Negetive 

TotalNumber of Instance
 

Of course, accuracy must be interpreted along with 

other metrics, particularly within imbalanced datasets, 

although it is desirable for high accuracy. The ratio 

evaluates the skill of the model in precisely identifying 

incorrect malicious behaviour while also failing to 

classify good behaviour as malicious. Precision can be 

calculated as: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

High precision means few false positives, which creates 

a smooth operating environment for systems. Recall 

(sensitivity) indicates how well malicious cases can be 

detected from their actual occurrence. It is calculated as: 

Recall =
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

The higher the recall, the better chances of early 

detection of attacks and identifying their malicious 

behaviours even before they affect system security. It is 

a symmetric average between precision and recall; thus, 

the F1-Score is especially relevant when making a 

trade-off between false positives and false negatives. Its 

exact mathematical formulation is given below: 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

A big F1-Score indicates good detection performance 

with a low false alarm rate. The main aim of the 

confusion matrix is to visually describe the set of true 

positives, true negatives, false positives, and false 

negatives so that one might see functional areas to 

improve the classification process. The ROC-AUC 

assesses the model's ability to discriminate between 

classes by plotting the True Positive Rate against the 

False Positive Rate at various threshold settings. A 

greater AUC (closer to 1) means better performance. An 

expensive ROC-AUC value shows the model can 

effectively distinguish between malicious and 

nonmalicious behaviours. 

 

V.RESULTS AND DISCUSSIONS 
It presents the evaluation performance of hybrid 

machine learning models that are Neuro Networks 

(NN), XGBoost and the Attentive mechanism for attack 

detection in transportation systems. In the model, NN 

extracts the spatial features like the key pattern’s degree 

of trusts by variations and location shifts whereas 

XGBoost detect temporal dependencies analyzing 

dynamic behavior of vehicles and evolving attacks 

through it. Attention will be for finetuning the value that 

the model lays on bits of critical information to improve 

the accuracy with which its detection will be for 

relatively subtle types of attacks such as Denial of 

Service. The evaluation metrics that provide a complete 

assessment of the model capability towards the 

detection or misbehaviors are Accuracy, Precision, 

Recall, F1-Score, Confusion Matrix and ROC-AUC. 

The performance of the model is further tuned using 

SMOTE class balancing, early stopping, and learning 

rate changes. This kind of hybrid approaches lets the 

systems function as very reliable real-time attack 

detection as well as monitoring in transportation 

systems, which could later be increased with added 

regression metrics. 

A. Hybrid Machine Learning Approach for 

Attack Detection in Transportation Systems 

with Behaviour Anomaly Visualization 

The study undertaken concerning security and anomaly 

detection in smart transport systems has primarily 

revolved around issues such as enhancing data quality, 

balancing datasets, and the evaluation of performance 

metrics in an attack classification context. It describes 

the process of extracting transportation system data, 

pre-processing them, for example, imputing them 

through Simple Imputer for missing values, and 

performing SMOTE on the data to achieve class 

balance. It should also assure that the dataset 

appropriately includes malicious and non-malicious 

behaviors. The trust degree is assigned based on 

experience, performance, and behavior, and will be 

used as a basis for classifying different attack types, 

such as DoS, Whitewash, Brute Force, and the rest for 

including non-malicious behavior. Model evaluative 

metrics entail Accuracy, Precision, Recall, F1-Score, 

and ROC-AUC, all indicating the ability of the model 

to detect and classify attacks. Attainment of these key 

metrics includes Accuracy (91.53%), Precision 

(1.0000), Recall (0.8462), F1-Score (0.9167), and 

ROC-AUC (1.0000). The Precision score of 1.0000 

shows there weren't any false positives. Recall indicates 

that 84.62% of malicious instances have been 
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identified. The F1-Score gives an equally weighted 

view of performance, while the perfect ROC-AUC 

score substantiates the model's ability to differentiate 

between malicious and non-malicious instances. All this 

evaluation combines to show the efficiency of the 

model in real-time attack detection for ensuring 

economic transportation system security. 

 
Figure 6 Confusion Matrix 

The confusion matrix in Figure 6 shows the model 

classification results, whereby it correctly classified 1349 

instances as Non- Malicious (True Negatives) and 1397 

instances as Malicious (True Positives). It also shows 

that 254 instances were classified as non-malicious when 

in fact they were malicious (False Negatives) while there 

were no false positives. These values give an overview 

of the model classification performance. Table 1 also 

depicts the distribution of attack types in the dataset: 

Non-Malicious (1600 instances), being the dominating 

type of behavior that has correctly been identified as non-

malicious behaviour by the dataset. Attacks Due to DoS 

manner were huge in number, that is, 1349 instances, and 

Brute Force attacks were the rare ones (33 instances), and 

Whitewash attacks were the rarest with only 18 instances 

being detected. 

Table 1 Attack Detection Results 

Attack Type Count 

Non-Malicious 1600 

DoS 1349 

Brute Force 33 

Whitewash 18 

 
Figure 7 Loss Curve 

Several curves visualize the model's performance, such 

as the loss curve. The train loss is sharply declining in the 

loss curve of Figure 7, which indicates that the model is 

learning; on the other hand, the validation loss fluctuates 

toward the later epochs-in other words, pointing to 

overfitting. The two curves level off, implying that 

convergence is close. In Figure 8, the curve for accuracy 

indicates that the train accuracy first increases, while we 

observe validation accuracy at higher values, fluctuating, 

thus showing some sign of overfitting. Even as train 

accuracy approaches 1.0 due to strong learning, 

validation accuracy seems to stabilize with a few 

variances. The F1-Score against Decision Threshold 

curve in Figure 8 proves that at low decision thresholds, 

the F1-Score is high with the trade-off on sensitivity by 

the model but falls as the decision threshold goes higher, 

thereby indicating more of a trade-off between sensitivity 

and precision. All the graphs taken together will signify 

that the model is performing considerably well but needs 

to be improved since overfitting needs to be reduced and 

fine-tuning for decision threshold is to be drawn closer 

to perfectly classifying balance. 

 
Figure 8 Accuracy Curve 
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Figure 9 F1-Score vs. Decision Threshold 

 
Figure 10 Feature Importance (SHAP Analysis) 

As shown in Figure 10, the Feature Importance (SHAP 

analysis) plot outlines the significance of various features 

toward the model output. Trust Degree is noted to be the 

most important feature; it has an extensive range of 

SHAP value distributions pointing toward its importance 

in the model's prediction. Hour affects the prediction 

quite a bit; Data Type, Location, Month, and Day have 

lower contributions with SHAP values clustered around 

zero. The colour scale (blue to red), which represents the 

range of the feature value, shows the influence each 

feature's value has on the model. This plot shows which 

features the model relied on the most for prediction. 

B. Merging NN, XGBoost, and Logistic 

Regression Predictions Using Attention 

Mechanism for Attack Detection in 

Transportation Systems 

After training Neural Network (NN) and XGBoost 

models, the second layer of merging is achieved by an 

Attention mechanism for better accuracy and reliability 

in attacks detection in transportation systems. The NN 

extracts spatial patterns, highlighting features like trust 

degree, vehicle location changes, and time-based 

anomalies, while XGBoost handles temporal 

dependencies and analyses the change in vehicle 

behaviour over time. On the other hand, the hybridization 

allows for both spatial and temporal aspects to be 

considered, which are critical in detecting attacks such as 

denial of service (DoS), whitewash, and brute-force 

attacks. The Attention mechanism dynamically weights 

which time steps are most relevant based on their 

contribution to the changes in data, such as sudden drops 

in trust or location transitions. This in turn improves 

delicacy by reducing noise in the model. This hybrid 

approach, combining NN for feature extraction, 

XGBoost for temporal learning, and Attention for 

selective enhancement, results in stable, accurate, and 

interpretable predictions, hence, the model gets the 

desired properties of being efficient for a real-time attack 

detection system and monitoring vehicle behaviour 

continuously in transportation systems. 

C. Final Evaluation and Performance Metrics 

The performance of the model is evaluated with key 

metrics like Accuracy, Precision, Recall, F1-Score, 

Confusion Matrix, ROC-AUC, etc., to analyze the 

model's capability of differentiating between non-

malicious and malicious behavior of DoS, Whitewash, 

and Brute Force attacks. Accuracy gives a general 

performance assessment, Precision low false positives, 

and Recall minimizing false negatives, which are very 

critical in real-time detection. The F1-Score balances 

both scores, especially in asymmetric datasets, and 

Confusion Matrix helps in recognizing 

misclassifications. In the case of ROC-AUC, it shows the 

differentiation capability of the model in attack types; 

few features like trust degree and location changes 

validate the model's comprehension of vehicle behavior. 

Such metrics provide a good insight into the model's 

strengths and lead to further improvements for much 

more accurate, real-time detection of attacks in 

transportation systems. 

Table 2 Hybrid Model Performance Metrics 

Metric Score 

Accuracy 0.9737 

Precision 1 

Recall 0.9522 

F1-Score 0.9755 

ROC-AUC 0.9999 

The performance metrics in Table 2 show that the model 

has very good classification abilities. It has an Accuracy 

of 97.37%, indicating that it could predict almost every 

single instance correctly. The Precision was perfect 

(1.0000), meaning that there were absolutely no false 

positive errors; in addition, Recall was relatively high at 

95.22%, meaning that most Malicious instances were 

detected. The F1-Score of 0.9755 indicates a near-equal 

balance between precision and recall, minimizing false 

positives and false negatives. The ROC-AUC score of 

0.9999 indicates near-perfect discriminatory ability of 

the model for the Malicious and Non-Malicious instances 

with very few errors showing the strength of the model 

performance in real-time attack detection. 

 
Figure 11 Attack Type Distribution in Percentage 
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Table 3 Distribution of Detected Attack Types 

Attack Type Count 

Non-Malicious 1357 

Whitewash Attack 925 

Brute Force Attack 361 

DoS Attack 357 

As shown in Table 3, the distribution of detected attack 

types is as follows: Non-Malicious behavior is detected 

the most, with 1357 instances, demonstrating that the 

system is able to tell the useful from the irrelevant. 

Whitewash attacks come next with 925 instances, 

implying that the system can detect attempts at 

persuasion of data on the basis of corrupt intention. The 

system detects Brute Force attacks 361 times, showing 

its ability to recognize multiple unwanted attempts at 

access occurred using the same method, while DoS 

attacks resorted to by the attackers amount to 357 

instances, displaying the system's capability of detecting 

attempts to disrupt or overload the service. 

 
Figure 12 Training vs Validation Accuracy 

The Training vs Validation Accuracy plot in Figure 12 

depicts the evolution of model accuracy through training. 

The blue line is for training accuracy, while the orange 

line is for validation accuracy. Training accuracy starts 

relatively low, but increases consistently, indicating the 

model is learning the training data; past the first half of 

training, the validation accuracy reaches higher levels 

faster, indicating good generalization to the validation 

set. This is a common and healthy sign that both have 

come together in the later epochs with appropriate 

learning. Some separation is maintained between the two 

curves, which indicate no overfitting, as both curves 

continue rising smoothly. 

VI. Conclusion 
This study has successfully created a hybrid machine 

learning model bringing together Neural Networks 

(NN), XGBoost and Attention to boost detection and 

classification of such malicious behaviors in 

transportation systems. It relies on high-performing 

deep learning techniques to assess attacks flipping 

formats like DoS, Whitewash and Brute Force through 

vehicle behavior data. Important key performance 

parameters, which include such terms as Accuracy, 

Precision, Recall, F1-Score, and ROC-AUC, show that 

there is an exceptional capacity of the model to 

differentiate between malicious and non-malicious 

behaviors and has thus highly reliable potential in real-

time attack detection. Integration between SMOTE for 

class balance and Attention focusing on crucial data 

points increased the effectiveness of the model while it 

also reduces false positives and provides timely 

identification of threats in trying times. It offers an 

evaluation framework that establishes a scalable, 

reliable, and viable solution in such areas like the 

security and monitoring of transportation systems with 

a promising outlook for future developments in smart 

city applications. 
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